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EXAMINER'S AMENDMENT 

An examiner's amendment to the record appears below. Should the changes and/or 
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the 
payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with 
Mr. Sameer Gokhale on Tuesday March 8, 201 1. 

The newly amended set of claims as authorized by Applicant immediately follow: 

Claim 1 (Currently Amended): An encryption processing apparatus configured to 
perform a data encryption process, said encryption processing apparatus comprising: 

a processor configured to provide: 

a control section configured to set a mixed enciyption processing sequence by 
dividing an original encryption processing sequence into a plurality of groups, each group 
being composed of a plurality of encryption processing units, each encryption processing unit 
being a defined process, each group being a separate and independent encryption process for 
encrypting an input data, where a first input data to be encrypted for a first group of the 
groups is different relative to a second input data to be encrypted for a second group of the 
groups, and the first input data to be encrypted for the first group is generated independently 
relative to the second input data to be encrypted for the second group, said control section 
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mixing processing sequences of encryption processing units of the plurality of groups with 
each other by executing performance of at least one encryption processing unit from the first 
group at a time between executing performance of encryption processing units from the 
second group and under a condition in which a processing sequence of the encryption 
processing units within each of the plurality of groups is fixed; 

an encryption processing section configured to perform an encryption process in 
accordance with the mixed encryption processing sequence set by said control section; and 

a transmitting unit configured to transmit each of encrypted output data generated 
independently by the first group and the second group to an external device,, 

wherein each group includes a triple-DES encryption process and said control section is 
configured to set a dummy single-DES process as a dummy encryption process that is 
unnecessary for an encryption processing sequence in at least one of said groups, and set the 
number of dummy single-DES processes to be a multiple of 3, and 

said control section is configured to set a dummy encryption processing unit that performs 
the dummy encryption process in at least one of the groups, and set one mixed encryption 
processing sequence by mixing the encryption processing units of a plurality of groups 
containing the dummy encryption processing unit . 



Claim 2 (Currently Canceled). 
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Claim 3 (Previously Presented): The encryption processing apparatus according to 
Claim 1, wherein said control section is configured to determine a group of sequences, which 
can be performed independently of each other, within the original encryption processing 
sequence to be divided in a process of division into the plurality of groups, and perform a 
process for setting a group of divisions in which each of the sequences in the group of 
sequences can be performed independently as a unit. 

Claim 4 (Previously Presented): The encryption processing apparatus according to 
Claim 1, wherein said encryption processing unit is a single-DES encryption process, and 

wherein said control section is configured to set the mixed encryption processing sequence 
by dividing the original encryption processing sequence containing one or more single-DES 
encryption processes into a plurality of groups composed of one or more single-DES 
encryption processes and by mixing the single-DES encryption processing units contained in 
each group by mutual replacement of the single-DES encryption processing units of each set 
group under the condition in which the processing sequence within each set group is fixed. 

Claim 5 (Previously Presented): The encryption processing apparatus according to 
Claim 1, wherein said control section is configured to perform a process for dividing the 
encryption processing sequence into a plurality of groups composed of one or more 
encryption processing units by using a single-DES encryption process which forms a triple- 
DES encryption process as an encryption processing unit. 
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Claim 6 (Previously Presented): The encryption processing apparatus according to 
Claim 1, wherein the original encryption processing sequence to be mixed is an encryption 
processing sequence including a random-number generation process, and 

said control section is configured to form a random-number generation process as a 
process including a conversion process by three single-DES processes, and sets the three 
single-DES processes as a random-number generation process in one of the groups of 
divisions. 

Claim 7 (Canceled). 

Claim 8 (Previously Presented): The encryption processing apparatus according to 
Claim 1, wherein said encryption processing apparatus has a memory for storing processing 
results of the encryption processing units which form the mixed encryption processing 
sequence set by said control section, and 

said control section is configured to store the processing results in said memory to identify 
which encryption processing unit the processing results are obtained from. 

Claim 9 (Currently Amended): An encryption processing apparatus configured to 
perform a data encryption process, said encryption processing apparatus comprising: 
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a processor configured to provide: 

a control section configured to set a mixed encryption processing sequence by 
dividing an original encryption processing sequence into a plurality of groups, each group 
being composed of a plurality of encryption processing units, each encryption processing unit 
being a defined process, each group being a separate and independent encryption process for 
encrypting an input data, where a first input data to be encrypted for a first group of the 
groups is different relative to a second input data to be encrypted for a second one of the 
groups and the first input data to be encrypted for the first group is generated independently 
relative to the second input data to be encrypted for the second group, said control section 
adding dummy encryption processing units as encryption processing units to at least one of 
the groups that performs dummy encryption processes that are unnecessary for the original 
encryption processing sequence, and said control section performing a mixing of processing 
sequences of the encryption processing units of the plurality of groups with each other by 
executing performance of at least one encryption processing unit from the first group at a 
time between executing performance of encryption processing units from the second group; 

an encryption processing section configured to perform an encryption process in 
accordance with the mixed encryption processing sequence set by said control section; and 

a transmitting unit configured to transmit each of encrypted output data generated 
independently by the first group and the second group to an external devicei 

wherein an encryption processing unit contained in said original encryption processing 
sequence is a single-DES encryption process. 
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said control section is configured to set said dummy encryption processes as single-DES 
encryption processes and 

wherein said control section is configured to set the number of dummy encryption 
processes to a multiple of 3 . 

Claim 10 (Currently Canceled). 

Claim 11 (Currently Amended): An encryption processing method, implemented on an 
encryption processing apparatus, for performing a data encryption process, said encryption 
processing method comprising: 

dividing, at the encryption processing apparatus, an original encryption processing 
sequence into a plurality of groups, each group being composed of a plurality of encryption 
processing units, each encryption processing unit being a defined process, each group being a 
separate and independent encryption process for encrypting an input data, where a first input 
data to be encrypted for a first group of the groups is different relative to a second input data 
to be encrypted for a second group of the groups, and the first input data to be encrypted for 
the first group is generated independently relative to the second input data to be encrypted for 
the second group; 

setting, at the encryption processing apparatus, a mixed encryption processing sequence by 
mixing processing sequences of encryption processing units of the plurality of groups with 
each other by executing performance of at least one encryption processing unit from the first 
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group at a time between executing performance of encryption processing units from another 
the second group and under a condition in which a processing sequence of the encryption 
processing units, set in said dividing, within each group is fixed; and 

performing, at the encryption processing apparatus, an encryption process in accordance 
with the mixed encryption processing sequence set in said setting; and 

transmitting, from the encryption processing apparatus, each of encrypted output data 
generated independently by the first group and the second group to an external device,, 

wherein each group includes a triple-DES encryption process and said dividing includes 
setting a dummy single-DES process as a dummy encryption process that is unnecessary for 
the original encryption processing sequence in at least one of said groups, and setting the 
number of single-DES processes of dummies to be set to a multiple of 3, said method further 
comprising: 

setting a dummy encryption processing unit that performs the dummy encryption process 
in at least one of the groups, and 

setting the mixed encryption processing sequence by mixing the encryption processing 
units of a plurality of groups containing said dummy encryption processing unit . 

Claim 12 (Currently Canceled). 
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Claim 13 (Previously Presented): The encryption processing method according to Claim 
11, wherein said dividing determines a group of sequences, which can be performed 
independently of each other, within the original encryption processing sequence to be divided 
in a process of division into the plurality of groups, and performs a process for setting a 
group of divisions in which each of the sequences in the group of sequences can be 
performed independently as a unit. 

Claim 14 (Previously Presented): The encryption processing method according to 
Claim 11, wherein each of said encryption processing units is a single-DES encryption 
process, 

said dividing divides the original encryption processing sequence containing one or more 
single-DES encryption processes into a plurality of groups composed of one or more single- 
DES encryption processes, and 

said setting sets one mixed encryption processing sequence by mixing the single-DES 
encryption processing units contained in each group by mutual replacement of the single- 
DES encryption processing units of each set group under the condition in which the 
processing sequence within each set group is fixed. 

Claim 15 (Previously Presented): The encryption processing method according to Claim 
11, wherein 
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said dividing performs a process for dividing the encryption processing sequence into a 
plurality of groups composed of one or more encryption processing units with a single-DES 
encryption process which forms a triple-DES encryption process being an encryption 
processing unit. 

Claim 16 (Previously Presented): The encryption processing method according to Claim 
11, wherein the original encryption processing sequence to be mixed is an encryption 
processing sequence including a random-number generation process, and 

said encryption processing method further comprises forming a random-number generation 
process as a process including a conversion process by three single-DES processes and 
setting the three single-DES processes as a random-number generation process in one of the 
groups. 

Claim 17 (Canceled). 

Claim 18 (Previously Presented): The encryption processing method according to Claim 
11, further comprising: 

storing processing results in a memory for storing processing results of the encryption 
processing units which form the mixed encryption processing sequence to identify which 
encryption processing unit the processing results are obtained from. 



Application/Control Number: 10/749,412 
Art Unit: 2439 



Page 11 



Claim 19 (Currently Amended): An encryption processing method, implemented on an 
encryption processing apparatus, for performing a data encryption process, said encryption 
processing method comprising: 

dividing, at the encryption processing apparatus, an original encryption processing 
sequence, into a plurality of groups, each group being composed of a plurality of encryption 
processing units, each encryption processing unit being a defined process, each group being a 
separate and independent encryption process for encrypting an input data, where a first input 
data to be encrypted for a first group of the groups is different relative to a second input data 
to be encrypted for a second group of the groups, and the first input data to be encrypted for 
the first group is generated independently relative to the second input data to be encrypted for 
the second group, 

setting, at the encryption processing apparatus, a mixed encryption processing sequence by 
adding dummy encryption processing units as encryption processing units to at least one of 
the groups, the dummy encryption processing units performing dummy encryption processes 
that are unnecessary for the original processing sequence and by mixing processing 
sequences of the encryption processing units of the plurality of groups with each other by 
executing performance of at least one encryption processing unit from the first group at a 
time between executing performance of encryption processing units from the second group; 

performing, at the encryption processing apparatus, an encryption process in accordance 
with said mixed encryption processing sequence; and 
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transmitting, from the encryption processing apparatus, each of encrypted output data 
generated independently by the first group and the second group to an external device,, 

wherein an encryption processing unit contained in said original encryption processing 
sequence is a single-DES encryption process, 

said setting sets said dummy encryption processes as a single-DES encryption process, and 

wherein said dividing includes setting the number of dummy encryption processes to a 
multiple of 3 . 

Claim 20 (Currently Canceled). 

Claim 21 (Currently Amended): A non-transitory computer readable storage medium 
encoded with computer executable instructions, which when executed by a computer, cause 
the computer to perform a method comprising: 

dividing an original encryption processing sequence into a plurality of groups, each group 
being composed of a plurality of encryption processing units, each encryption processing unit 
being a defined process, each group being a separate and independent encryption process for 
encrypting an input data, where a first input data to be encrypted for a first group of the 
groups is different relative to a second input data to be enciypted for a second group of the 
groups, and the first input data to be encrypted for the first group is generated independently 
relative to the second input data to be encrypted for the second group; 
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setting a mixed encryption processing sequence by mixing processing sequences of 
encryption processing units of the plurality of groups with each other by executing 
performance of at least one enciyption processing unit from the first group at a time between 
executing performance of encryption processing units from the second group and under a 
condition in which a processing sequence of the encryption processing units, set in said 
dividing, within each group is fixed; 

performing an encryption process in accordance with the mixed encryption processing 
sequence set in said setting; and 

transmitting each of enciypted output data generated independently by the first group and 
the second group to an external device., 

wherein each group includes a triple-DES encryption process and said dividing includes 
setting a dummy single-DES process as a dummy encryption process that is unnecessary for 
the original encryption processing sequence in at least one of said groups, and setting the 
number of single-DES processes of dummies to be set to a multiple of 3, said method further 
comprising: 

setting a dummy encryption processing unit that performs the dummy encryption process 
in at least one of the groups, and 

setting the mixed encryption processing sequence by mixing the encryption processing 
units of a plurality of groups containing said dummy encryption processing unit . 
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Claim 22 (Currently Amended): A non-transitory computer readable storage medium 
encoded with computer executable instructions, which when executed by a computer, cause the 
computer to perform a method comprising: 

dividing an original encryption processing sequence, into a plurality of groups which each 
include a plurality of enciyption processing units, each encryption processing unit being a 
defined process, each group being a separate and independent encryption process for 
encrypting an input data, where a first input data to be encrypted for a first group of the 
groups is different relative to a second input data to be enciypted for a second group of the 
groups, and the first input data to be encrypted for the first group is generated independently 
relative to the second input data to be encrypted for the second group; 

setting a mixed encryption processing sequence by adding dummy encryption processing 
units as encryption processing units to at least one of the groups, the dummy encryption 
processing units performing dummy encryption processes that are unnecessary for the 
original processing sequence and by mixing processing sequences of the encryption 
processing units of the plurality of groups with each other by executing performance of at 
least one encryption processing unit from the first group at a time between executing 
performance of encryption processing units from the second group; and 

performing an encryption process in accordance with said mixed encryption processing 
sequence; and 

transmitting each of encrypted output data generated independently by the first group and 
the second group to an external device^. 
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wherein an encryption processing unit contained in said original encryption processing 
sequence is a single-DES encryption process. 

said setting sets said dummy encryption processes as a single-DES encryption process, and 

wherein said dividing includes setting the number of dummy encryption processes to a 
multiple of 3 . 

Claim 23 (Previously Presented): The encryption processing apparatus according to 
Claim 1, wherein the first input data to be encrypted for the first group is received from the 
external device, the second input data to be encrypted for the second group is a random 
number generated at the encryption processing apparatus, and each of encrypted output data 
generated independently by the first group and the second group that is sent to the external 
device is used to verify that the encryption processing apparatus and the external device share 
a valid common key. 

DETAILED ACTION 

This Office Action is in response to the application filed on 12/16/2010. 
Claims 1, 3-6, 8-11, 13-16, and 18-23 have been pending. 

Reasons for Allowance 

Claims 1, 3-6, 8-9, 11, 13-16, 18-19, and 21-23 are allowed. 

The following is an examiner's statement for reasons for allowance: 
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The prior art of record, either singularly or in combination, failed to teach the 
combination of the invention as claimed in independent claims 1,11, and 21. For example, it 
failed to teach "a control section configured to set a mixed encryption processing sequence 
by dividing an original encryption processing sequence into a plurality of groups, each 
group being composed of a plurality of encryption processing units, each encryption 
processing unit being a defined process, each group being a separate and independent 
encryption process for encrypting an input data, where a first input data to be encrypted for 
a first group of the groups is different relative to a second input data to be encrypted for a 
second group of the groups, and the first input data to be encrypted for the first group is 
generated independently relative to the second input data to be encrypted for the second 
group, said control section mixing processing sequences of encryption processing units of the 
plurality of groups with each other by executing performance of at least one encryption 
processing unit from the first group at a time between executing performance of encryption 
processing units from the second group and under a condition in which a processing 
sequence of the encryption processing units within each of the plurality of groups is fixed; 

an encryption processing section configured to perform an encryption process in 
accordance with the mixed encryption processing sequence set by said control section; and 

a transmitting unit configured to transmit each of encrypted output data generated 
independently by the first group and the second group to an external device, 

wherein each group includes a triple-DES encryption process and said control section is 
configured to set a dummy single-DES process as a dummy encryption process that is 
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unnecessary for an encryption processing sequence in at least one of said groups, and set the 
number of dummy single-DES processes to be a multiple of 3, and 

said control section is configured to set a dummy encryption processing unit that 
performs the dummy encryption process in at least one of the groups, and set one mixed 
encryption processing sequence by mixing the encryption processing units of a plurality of 
groups containing the dummy encryption processing unit. " 

The prior art of record, either singularly or in combination, failed to teach the 
combination of the invention as claimed in independent claims 9, 19, and 22. For example, it 
failed to teach "a control section configured to set a mixed encryption processing sequence 
by dividing an original encryption processing sequence into a plurality of groups, each 
group being composed of a plurality of encryption processing units, each encryption 
processing unit being a defined process, each group being a separate and independent 
encryption process for encrypting an input data, where a first input data to be encrypted for 
a first group of the groups is different relative to a second input data to be encrypted for a 
second one of the groups and the first input data to be encrypted for the first group is 
generated independently relative to the second input data to be encrypted for the second 
group, said control section adding dummy encryption processing units as encryption 
processing units to at least one of the groups that performs dummy encryption processes that 
are unnecessary for the original encryption processing sequence, and said control section 
performing a mixing of processing sequences of the encryption processing units of the 
plurality of groups with each other by executing performance of at least one encryption 
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processing unit from the first group at a time between executing performance of encryption 
processing units from the second group; 

an encryption processing section configured to perform an encryption process in 
accordance with the mixed encryption processing sequence set by said control section; and 

a transmitting unit configured to transmit each of encrypted output data generated 
independently by the first group and the second group to an external device, 

wherein an encryption processing unit contained in said original encryption processing 
sequence is a single-DES encryption process, 

said control section is configured to set said dummy encryption processes as single-DES 
encryption processes and 

wherein said control section is configured to set the number of dummy encryption 
processes to a multiple of 3. " 

Claims 3-6 and 8 depend on claim 1, and are therefore considered as allowable claims. 
Claims 13-16, 18, and 23 depend on claim 11, and are therefore considered as allowable 

claims. 



Conclusion 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Canh Le whose telephone number is 571-270-1380. The 
examiner can normally be reached on Monday to Friday 7:30AM to 5:00PM other Friday off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Orgad Edan can be reached on 571-272-7884. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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